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The Health Insurance Portability and Accountability
Act (HIPAA) of 1996 was the first federal statute

that offered protection of the privacy of personal health
information (PHI). This law places restrictions on the
scope of information that a healthcare entity may
release about its patients. The goal of this rule was to
safeguard the privacy of patients while still allowing 
the flow of information needed to provide adequate
care.1 This rule applies to a broad range of healthcare
entities, including nursing homes and all long-term care
(LTC) facilities including assisted living residences. 

There are several purposes to HIPAA’s Privacy
Rule. Generally, it serves as a national standard
to protect the rights of consumers of healthcare
services by curtailing inappropriate use of their
information. The Privacy Rule regulates what in-
formation may be released under certain circum-
stances to other healthcare facilities or family
members. The rule is designed to be flexible and
to cover a variety of disclosures. 

The Privacy Rule ensures that facilities exer-
cise a higher level of caution when dealing with
PHI. This includes any information regarding a
person’s past, present, or future physical or men-
tal conditions or any information that would
serve to identify a patient.2

This rule also allows patients to have some

control over the dissemination of their medical
information. Patients can restrict who may re-
ceive their PHI and may authorize the release of
health information only in certain circum-
stances. Healthcare providers are only allowed
to use PHI to provide proper treatment, to de-
termine payment, and for other purposes related
to the patient’s care. 

The Privacy Rule includes a “minimum neces-
sary standard,” which addresses how a facility
should handle the use and disclosure of PHI. It
states that a covered entity must make an effort
to disclose, use, and request the minimum
amount of information needed to accomplish the
intended purpose. Each entity must develop pro-
cedures to limit disclosures to the minimum nec-
essary standard.

How the HIPAA Privacy Rule Is Enforced
The Privacy Rule came into effect in 2003 and
the Office for Civil Rights (OCR) immediately
began its enforcement. The OCR enforces the
rule by educating and conducting outreach pro-
grams to foster compliance with its require-
ments.3 It also investigates certain filed com-
plaints  and may conduct compliance reviews to
determine if covered entities are in compliance. 

It is important to recognize that not all com-
plaints are investigated by the OCR. To be in-
vestigated, a complaint must fulfill certain re-
quirements. For instance, the alleged action must
have occurred after April 14, 2003, when the
Privacy Rule was implemented. The complaint
must also be made against an entity that is re-
quired to comply with the Privacy Rule (ie, a
skilled nursing facility). The alleged activity
must also be something that would violate the
rule if proven true, and the complaint must have
been filed within 180 days of the occurrence. A
complaint can also only be investigated if OCR
has a written consent from the complainant be-
cause OCR must reveal that person’s name to
the facility to perform the investigation.4

When OCR receives a complaint, it notifies
the complainant as well as the named covered
entity of the pending investigation. The person
who filed the complaint and the covered entity
must then present information about the inci-
dent or problem.

If the evidence that OCR gathers indicates that
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the covered entity was not in compliance with the Pri-
vacy Rule, OCR may use several methods to resolve
the investigation. It can attempt to obtain voluntary
compliance, corrective action, or a resolution agree-
ment. Pursuant to the Final HIPAA Administrative
Simplification Enforcement Rule, which went into ef-
fect on March 16, 2006, if an entity does not attempt
to cure any violations found by OCR, civil monetary
penalties may be imposed.5 If such penalties are im-
posed, the covered entity may request a hearing in
which an administrative judge from the Department
of Health & Human Services decides if the penalties
are supported by the evidence in the case. Any monies
received are deposited in the US Treasury.

Changes Made to Ensure Compliance 
To comply with HIPAA standards, many facilities as-
sessed their standards regarding storage, access to,
and release of information and made changes they felt
were necessary. These facilities also had to make
changes they deemed necessary regarding which staff
members were allowed to access the information. For
some facilities, these changes may have required a
complete overhaul of old standards and drafting of
completely new policies and procedures.

These changes were not necessarily easy and often
created added expense and confusion. The HIPAA
Privacy Rule has been in effect for several years, but
many LTC facilities and nursing homes are still strug-
gling with basic concepts surrounding the regulations
and compliance. Certain facilities are uncertain about
how to interpret certain aspects of the rule, such as
the definition of “minimum necessary standard.” Part
of the reason for the confusion is because the admin-
istrative requirements are scalable, which means that
a facility must only take the steps that are reasonably
designed to achieve compliance with the regulations.6

There has been some confusion over the means by
which the Privacy Rule should be implemented. For
example, one concern would be that a facility might
overinterpret the regulations and withhold informa-
tion in a situation in which the free exchange of in-
formation would actually benefit the patient. This
may occur if a facility interprets the rule to mean that
the patient’s confidentiality must be protected at all
costs, despite the potentially detrimental effects on
that patient’s health. 

In these cases, it is likely that a facility’s staff
would err on the side of caution and be hesitant to
release information.7 In some situations, the refusal

to disclose information to unauthorized persons
achieves the purpose of the Privacy Rule and protects
privacy. However, in LTC settings, the reluctance to
share information may result in compromising the
care of the resident. To meet the minimum necessary
standard, facilities should be sure to disclose infor-
mation that is necessary to properly care for the pa-
tient or resident, but not to withhold information at
all costs. For instance, there have been situations in
which an appointed power of attorney has been de-
nied access to the PHI of a loved one, restricting
them from making important medical decisions on
the patient’s behalf. This confusion of the HIPAA re-
quirements seems to be related to the flexibility built
into the rules and providers’ difficulty in integrating
overlapping state and federal requirements.8

What must be considered by these facilities is that
the Privacy Rule creates a very broad ground, which
allows for the release of information to people who
are trying to help individuals with healthcare needs.
The HIPAA statue was not created to prevent ade-
quate care. Instead, it was created to ensure that fa-
cilities make good-faith efforts to act in the best in-
terests of their patients, and only release the
information necessary to facilitate their care.

How to Avoid the Confusion
Covered entities can avoid confusion surrounding the
Privacy Rule. It is important to remember that there
are no set requirements. Facilities must only take rea-
sonable steps to ensure that the PHI of a patient is be-
ing used appropriately. Each facility will have differ-
ent protocols and policies that work best for them to
meet the standards set by the Privacy Rule. 

One way to be certain that patient information is
being used properly is to obtain written authorization
from the patient. Or, if a patient is physically present
and gives consent, any information may be given. Is-
sues arise most often in LTC facilities when family
members request information and the resident is ei-
ther not present or incapacitated.

If the person requesting information is in charge of
making that resident’s healthcare decisions, the facili-
ty must determine if the disclosure is in the best in-
terest of the resident. As long as the facility deems
that the release of information is in the best interest
of the resident, then the information can be disclosed,
generally circumventing the need for written consent.
If a patient or LTC resident is incapacitated and un-
able to communicate, then their personal representa-
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tive or power of attorney has the same power that the
patient would have. This representative can make de-
cisions on the patient’s or resident’s behalf and con-
sent to the release of information. If there is a situa-
tion in which a dispute arises among family members,
then the facility must be careful to disclose informa-
tion only to those who have legal access to it. 

Summary 
The purpose of the HIPAA Privacy Rule was not to
restrict information at the expense of providing ap-
propriate care for patients. Instead, it was created to
prevent unlimited sharing of information to anyone
who requests it. To ensure that this rule is imple-
mented properly, covered entities should weigh all the
factors in a given circumstance and determine
whether the release of the information is necessary to
promote the best care and treatment for the patient.
By keeping this in mind, a facility’s staff can ensure
compliance with the rules and the best care possible
for its patients or residents. MPM
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